2022 Ninth International

Conference on Software Defined
Systems (SDS 2022)

Paris, France
12-15 December 2022

‘@ I E E E IEEE Catalog Number: CFP22CMO-POD
° ISBN: 979-8-3503-4672-5



Copyright © 2022 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP22CMO-POD
ISBN (Print-On-Demand): 979-8-3503-4672-5
ISBN (Online): 979-8-3503-4671-8

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

.com

proceedings



Table of Contents

Keynote speech 1: Sensing on The Edge: Smartening up Sensors
By Prof. Eiman Kanjo, Nottingham Trent University, UK

Keynote speech 2: Edge Computing in Precision agriculture
By Prof. Jaime Lloret, Universitat Politecnica de Valencia, Spain.

Keynote speech 3: Faster and more accurate machine learning techniques with less data

By Prof. Tatiana Kalganova, University of Brunel, UK

SDS2022

Performance Analysis of a Multi-Channel Non-persistent CSMA Protocol in Delay-
sensitive CR-based 10T Sensor Networks
Muath Bani Irshaid, Haythem Bany Salameh

Optimizing System-on-Chip Performance Using Al and SDN: Approaches and
Challenges
Mohammad Alja’afreh, Muath Obaidat , Ali Karime, Sahel Alouneh

NIV-Detector: An Automated Approach for Detecting Next Intent Security
Vulnerability
Zakarea Alshara, Anas Shatnawi, Yaser Jararweh

17

An Efficient Routing Protocol for Full-Duplex Software Defined Radios
Khalid A. Darabkh, Batool R. Awawdeh, Ramzi R. Saifan, Ala’ F. Khalifeh, Sharhabeel H.
Alnabelsi, Haythem Bany Salameh

24

Expanding DevSecOps Practices and Clarifying the Concepts within Kubernetes
Ecosystem
Muntaha Alawneh, Imad M. Abbadi

29

A Simple Approach for Data Cleansing on Hadoop Framework using File Merging
Technique
Adnan Ali, Nada Masood Mirza, Rawad Bader, Mohamad Khairi Ishak

36

Leveraging Self-Sovereign Identity in Decentralized Data Aggregation
Yepeng Ding, Hiroyuki Sato, Maro G. Machizawa

41

A New Approach Based on a Multi-Agent System for IDS in Cloud Computing
Dounya Kassimi, Okba Kazar, Ezedin Barka, Abdelhak Merizig, Zina Houhamdi,
Belkacem Athamena, Meftah Zaoui

49

A Novel Routing Protocol for Software-Defined Radios
Khalid A. Darabkh, Marwa H. Al-Tahaineh, Andraws I. Swidan, Haythem Bany Salameh

57




An Adaptive Attack Prediction Framework in Cyber-Physical Systems
Mohamed-el-Amine Brahmia, Sami Babouche, Samir Ouchani, Mourad Zghal

62

Networking Research Innovations for Telesurgery: A Systematic Review 69
Pradeeban Kathiravelu, Elhadj Benkhelifa, Zachary Zaiman, Matthew Wang,
Ramon Correa, Lu’ts Veiga, Imon Banerjee, Hari Trivedi, Saptarshi Purkayastha,
Judy Gichoya, Babak Mahmoudi
A Comparative Study for Half-duplex and Full-duplex Multi-hop Routing in Software 77
Sharhabeel H. Alnabelsia, Haythem Bany Salameh , Khalid A. Darabkh
Quantum programming taxonomy 82
Maria BELKHIR, Haroun BENKAOUHA, Elhadj BENKHELIFA
A Reinforcement Learning-Based Node Selection for PBFT Consensus 89
Kenza RIAHI, Mohamed-el-Amine Brahmia, Abdelhafid Abouaissa, Lhassane ldoumghar
Towards secure and reliable aggregation for Federated Learning protocols in
healthcare applications 92
Meriem ARBAOUI, Mohamed-El-Amine BRAHMIA, Abdellatif RAHMOUN
Side-Channel analysis and pseudo-Boolean functions 95
Meriem Mahar, Hacene Belbachir, Abdellah Mokrane
Side Channel Attack using Machine Learning 97
Amina Amrouche, Larbi Boubchir, Said Yahiaoui
Deep Learning-Based Speech Recognition System using Blockchain for
Biometric Access 102
Oussama Mounnan, Otman Manad, Larbi Boubchir, Abdelkrim El Mouatasim,
Boubaker Daachi
Avrtificial Intelligence for Automatic and Optimized Generation of Healthcare
Plannings 104
Walid Abdelaidoum, Mohamed A. Madani, Larbi Boubchir, Boubaker Daachi
Wavelets and DCT Watermarking for Medical Image Weather 106
Rania Hamami, Narima Zermi, Larbi Boubchir, Amine Khaldi
Multi-Task Deep Learning for Multimodal Biometric Recognition 109
Said Si Kaddour, Larbi Boubchir and Boubaker Daachi
Face Detection and ldentification based on 2D and 3D Deep Texture Features 111
Imen Labiadh, Hassene Seddik, Larbi Boubchir
Modelling and simulation of an ecological route in smart cities towards a green
trajectory 114



Youssef Mekouar, Imad Saleh, Karim Mohammed

Smart Contract Implementation to Improve Security on Solid Waste Management 116
Raimir Holanda Filho, Debora Carla Barboza de Sousa, Wellington Alves de Brito,
Victor Pasknel de Alencar Ribeiro, Emanuel Le™ao S’, Joan Lucas Marques de Sousa Chaves

An Efficient Multi-Session Multicast Mechanism for Cognitive Radio Networks 122
Bassam Harb, Mohammad Gharaibeh, Haythem Bany Salameh

Identifying Sources of Energy Consumption for Android Applications: A Pilot Study 127
Anshu Rathor, David Berdiky, Fadi Wedyanz, Yaser Jararwehx

Un-Fair Trojan: Targeted Backdoor Attacks Against Model Fairness 134
Nicholas Furth, Abdallah Khreishah, Guanxiong Liu, NhatHai Phan, Yasser Jararweh

SDN-NFV 2022

VNF Software Cost Modeling Based on Telecom Network
Ghoshana Bista, Eddy Caron, Anne-Lucie Vion 143






