2021 14th CMI International
Conference — Critical ICT

Infrastructures and
Platforms (CMI 2021)

Copenhagen, Denmark
25 — 26 November 2021

IEEE Catalog Number: CFP21R08-POD
ISBN: 978-1-6654-1646-7



Copyright © 2021 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP21R08-POD
ISBN (Print-On-Demand): 978-1-6654-1646-7
ISBN (Online): 978-1-6654-1645-0

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

000



The European Commission contribution to cybersecurity through the ECHO project ............ 1
Alessandro Zanasi, Daniele Cristofori and Graziano Giorgi

Performance and Concepts of Identity-Centric Decentral Open-Source Databases ............... 9
Felix Bandosz

Saving the web by decentralizing data networks? A socio-technical reflection on the promise of

decentralization and personal data STOTEsS .........covuiviuiviniiiiiiieiiseiiieiosasosassssmmssssosssosnsons 16
Peter Mechant, Ralf De Wolf, Mathias Van Compernolle, Glen Joris, Tom Evens and Lieven De Marez

Privacy Concerns Due to the Platformization of Secondary Education in Bulgaria in the Time of
A GlOBAl PANACHIIC «....couevneineiiniiiiiieiieiiiiiiiiiiiiiiiiiiiiiiiieiietietiteieeietietisccssessssasencencs 22

Yoana Kanchev and Tales Tomaz

MNQOs business models and roles enabled by 5G technologies and use cases: Transformation,

Challenges aNd SIFATEZIES ..........uououeioveuvrossuinssreiossarnsssersssssissssssssssssssssessssssssssssssssossasssssas sosasssnssns 28
Alexandros Psyrris, Antonios Kargas and Dimitris Varoutas

Societal security and trust in digital society- a socio-technical perspective ..........eweuvseiessusesssns 39
Jonathan Muringani and Josef Noll

Ethical Artificial Intelligence in the European Union Context: Visualization for Policymaking
and DeciSiOn ProcCeSSeS .......occeevvevieiieiiiiiiiiieiiiiieiieiiicieciecietismescsssesmmmssseses 40
Davor Ljubenkov

The Use of Facial Recognition for Online Business with the Perspective of
CUSLOMEF AAOPLION «o.couuvvnneiinniiiniiinioieiiseiieeiosaiossssssssssssssssosssosassssssssssssasssssosasssssss 52
Mengjie Zeng and Candy Lim Chiu

Security Issues in SMTP-based email SYSteMS ......c.coevveiieiiiiiiiiieiiiiiiiieiieiieiiiciecieciacnns 59
Bo Holst-Christensen and Erik Frekjer

Generating Targeted Attack Scenarios against Availability for Critical Infrastructures ............ 65
Yi-Ching Liao

Taxonomy of Social Network Platform Affordances for Group Interactions ......................... 72
Nathalie Van Raemdonck and Jo Pierson

Enabling LoRaWAN communication with out-of-coverage end nodes in DLT scenarios through

an OPtiMISed dULY-CYCIE ...cuvvvneiiiniiiniiiieiiiniiiniiiieiecieetissimmnsosassssssssssssssmsssssssssassnns 80
Mohamed Msaad, Muhammad Waleed and Sokol Kosta

Mapping mobile money loan ecosystem: insights from GRANA ...........ccuvvveiiiniinnieinieiecsnnns 86
Kwami Ahiabenu

Public values and the interests of big tech companies: The case of the Austrian Contact Tracing

APD STOPP COFONA...uuionniiinoiiaiieniosasesnsosssessstssstosssossssssssssssssssssssosassssssmssosssssssssnns 94
Valerie Steinkogler

To download, or not to download, that is the question: Investigating Belgian residents’motivation

to download or not download the COVID-19 contact-tracing app Coronalert ........................ 101
Giulia Zampedri





