2020 Resilience Week (RWS 2020)

Salt Lake City, Utah, USA
19 — 23 October 2020

.O IE E E IEEE Catalog Number:  CFP20B24-POD
° ISBN: 978-1-7281-8694-8



Copyright © 2020 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP20B24-POD
ISBN (Print-On-Demand): 978-1-7281-8694-8
ISBN (Online): 978-1-7281-8693-1

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

LLom



TABLE OF CONTENTS

RESILIENT DATA: AN INTERDISCIPLINARY APPROACH... ...ttt snve e 1
Char Sample; Sin Ming Loo; Matt Bishop

POWER SYSTEM RESILIENCE THROUGH DEFENDER-ATTACKER-DEFENDER MODELS

WITH UNCERTAINTY: AN OVERVIEW ...ttt ettt 11
Matthew Oster; Samrat Chatterjee; Feng Pan; Craig Bakker; Arnab Bhattacharya; Casey Perkins

A CYBER RESILIENT DESIGN FOR CONTROL SYSTEMS ..ottt 18
Craig Rieger; Constantinos Kolias; Jacob Ulrich; Timothy R. McJunkin

INDICATOR-BASED SAFETY AND SECURITY ASSESSMENT OF OFFSHORE WIND FARMS..........ccccccouee. 26
Frank Sill Torres; Nikolai Kulev; Bartosz Skobiej; Michael Meyer; Oliver Eichhorn; Jan Schafer-Frey

THE KOOPMAN OPERATOR: CAPABILITIES AND RECENT ADVANCES........ccooiiiiieitieenie e 34

Craig Bakker; Arnab Bhattacharya; Samrat Chatterjee; Casey J. Perkins; Matthew R. Oster

A NOVEL ARCHITECTURE FOR ATTACK-RESILIENT WIDE-AREA PROTECTION AND

CONTROL SYSTEM IN SMART GRID ..ottt bbbt sne s 41
Vivek Kumar Singh; Manimaran Govindarasu

MERGING MICROGRIDS FOR OPTIMAL DISTRIBUTION GRID RESTORATION UNDER

EXPLICIT COMMUNICATION CONSTRAINTS ..ottt ettt sttt b ettt 48
Martin Pietsch; Anja Klein; Florian Steinke

CYBER-PHYSICAL ARCHITECTURE FOR AUTOMATED RESPONSES (CYPHAAR) USING

SDN IN ADVERSARIAL OT ENVIRONMENTS ..ottt sttt sttt et nnesneas 55
Jacob Ulrich; Craig Rieger; Javier Grandio; Milos Manic

GRAPH SIGNAL PROCESSING FOR INFRASTRUCTURE RESILIENCE: SUITABILITY AND

FUTURE DIRECTIONS ...ttt h bbbt h e et E e et b bRt h b bt e b e bt e be e b nb e e b e nns 64
Kevin Schultz; Marisel Villafafie-Delgado; Elizabeth P. Reilly; Grace M. Hwang; Anshu Saksena

SECURE, RESILIENT AND STABLE RESOURCE ALLOCATION FOR D2D-BASED V2X

COMMUNICATION. ...ttt b et h et e s b e e s e e e bt e h b e e H e e h e e b e e Re ek e e E e eR e e eb e e aeeeb e e Reeabeesbenbeebeebeane e b e nbeannens 71
Fatih Yucel; Arupjyoti Bhuyan; Eyuphan Bulut

A METRIC FRAMEWORK FOR EVALUATING THE RESILIENCE CONTRIBUTION OF

HYDROPOWER TO THE GRID ....coiiiiiiitciee ittt sttt b ekt bttt e e e b e nneenbesbeebennes 78
Tyler Phillips; Vishvas Chalishazar; Timothy McJunkin; Manisha Maharjan; S. M. Shafiul Alam; Thomas Mosier;
Abhishek Somani

IMPLEMENTATION OF IEEE STANDARD 1547-2018 FOR DER COMMUNICATION

INTERFACE USING DATA DISTRIBUTION SERVICE .......ooiiii ittt va s ne e 86

Mohamad El Hariri; Masood Parvania; Mahmoud Saleh
NEXT-GENERATION CPS TESTBED-BASED GRID EXERCISE - SYNTHETIC GRID, ATTACK,

AND DEFENSE MODELING ..ottt bbbt b bbbt bt b et eb b nr e 92
Gelli Ravikumar; Burhan Hyder; Manimaran Govindarasu
FORMAL ONLINE RESILIENCY MONITORING IN MICROGRIDS ........ccccitiiiiiiiiiiieee e 99

Omar Ali Beg; Ajay P. Yadav; Taylor T. Johnson; Ali Davoudi

CYBER THREAT DICTIONARY USING MITRE ATT&CK MATRIX AND NIST

CYBERSECURITY FRAMEWORK MAPPING.......coi ittt sttt nnenreen 106
Roger Kwon; Travis Ashley; Jerry Castleberry; Penny McKenzie; Sri Nikhil Gupta Gourisetti

OVERHEAD VERSUS UNDERGROUND: DESIGNING POWER LINES FOR RESILIENT, COST-

EFFECTIVE DISTRIBUTION NETWORKS UNDER WINDSTORMS .......ociiiiiiiiiieeeesese e 113
Laiz Souto; Surya Santoso

POWER GRID CONTINGENCY ANALYSIS WITH MACHINE LEARNING: A BRIEF SURVEY

AND PROSPECTS ...ttt bt bbbt h e bR e e b e b £ e s et e R e ea bt eb e e h e e bt e b b e bt e bt e bt ek e e b e ebe e b e nbeenne s 119
Sam Yang; Bjorn Vaagensmith; Deepika Patra

RESILIENCE TO THE COVID-19 PANDEMIC: A DISTRIBUTED SITUATION AWARENESS

PERSPECTIVE ...ttt ettt ke b e bbbt s b e bbb ekt 4Rt e b e e b £ oAbt ekt oAb e e b e e st e e bt e n b e nb e e bt et e e et e nb e et e et sbeentas 126
Abdulrahman A. Alhaider; Nathan Lau

A FRAMEWORK FOR EVALUATING THE RESILIENCE CONTRIBUTION OF SOLAR PV

AND BATTERY STORAGE ON THE GRID.....ccciiiiiiiiiiiiiieieeeet sttt sr et nbeane 133
Tyler Phillips; Timothy McJunkin; Craig Rieger; John Gardner; Hoda Mehrpouyan

USE OF EMERGING CONDUCTIVE MATERIALS FOR K-12 STEAM OUTREACH ACTIVITIES

AND THE IMPACT ON COMMUNITY EDUCATION RESILIENCE.........ccoiiiiiiiiieeeeeieeee e 140
Ashley Del Valle-Morales; Alejandro Aponte-Lugo; Jahannie Torres-Rodriguez; Eduardo I. Ortiz-Rivera



IS BLOCKCHAIN A SUITABLE TECHNOLOGY FOR ENSURING THE INTEGRITY OF DATA

SHARED BY LIGHTING AND OTHER BUILDING SYSTEMS?......oo e

Alex Vlachokostas; Michael Poplawski; Sri Nikhil Gupta Gourisetti
D-IDS FOR CYBER-PHYSICAL DER MODBUS SYSTEM - ARCHITECTURE, MODELING,

TESTBED-BASED EVALUATION. ..ottt s

Gelli Ravikumar; Abhinav Singh; Jeyanth Rajan Babu; A. Abdelkhalek Moataz; Manimaran Govindarasu
A BANDWIDTH-EFFICIENT SECURE AUTHENTICATION MODULE FOR SMART GRID

DNP3 PROTOCOL ... bbb e s

Mumin Cebe; Kemal Akkaya
HOLISTIC MULTI-TIMESCALE ATTACK RESILIENT CONTROL FRAMEWORK FOR

POWER ELECTRONICS DOMINATED GRID ....cooiiiiiiiecesenee e

Amin Y. Fard; Mohammad B. Shadmand; Sudip K. Mazumder
ENHANCEMENT OF DISTRIBUTION SYSTEM RESILIENCE THROUGH THE APPLICATION

OF VOLT-VAR REGULATION DEVICES ..ot

Magdely Noguera; Brian K. Johnson; Craig Rieger; Timothy McJunkin

BULK INFRASTRUCTURE MANAGEMENT FOR FACILITIES MANAGEMENT ...

Arno De Coning; Francois Mouton
CP-SAM: CYBER-POWER SECURITY ASSESSMENT AND RESILIENCY ANALYSIS TOOL

FOR DISTRIBUTION SYSTEM ...ttt

Partha S. Sarker; Amandeep Singh Saini; K. S. Sajan; Anurag K. Srivastava
SCALABLE, PHYSICAL EFFECTS MEASURABLE MICROGRID FOR CYBER RESILIENCE

ANALYSIS (SPEMMOCRAY .....ooieeeveeeeteeeeeeeeeeeeeeessseseseeeeseesseeesseseeee s sseeeee e eesseeee e seseeee s e eesesee e

Jacob Ulrich; Timothy McJunkin; Craig Rieger; Michael Runyon
Author Index

......... 147





