2020 8th Workshop on Modeling
and Simulation of Cyber-Physical
Energy Systems (MSCPES 2020)

Sydney, Australia
21 April 2020

‘O I E E E IEEE Catalog Number: CFP2094U-POD
° ISBN: 978-1-7281-8722-8



Copyright © 2020 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP2094U-POD
ISBN (Print-On-Demand): 978-1-7281-8722-8
ISBN (Online): 978-1-7281-8721-1

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

.com

proceedings



TABLE OF CONTENTS

MODELING OF CYBER-PHYSICAL INTRA-DEPENDENCIES IN ELECTRIC POWER GRIDS

AND THEIR EFFECT ON RESILIENCE ........ccoocoiiiiiiiiiiiiiicee e

A. Kwasinski
CYBER ATTACKS ON PROTECTIVE RELAYS IN DIGITAL SUBSTATIONS AND IMPACT

ANALYSIS ettt ettt et b e sttt bt b e s e st b e bt e bt et eb ettt a ettt ne

V. Rajkumar, M. Tealane, A. Stefanov, P. Palensky
MACHINE LEARNING FOR DIGITAL TWINS TO PREDICT RESPONSIVENESS OF CYBER-

PHYSICAL ENERGY SYSTEMS ...ttt ettt st st s

R. Snijders, P. Pileggi, J. Broekhuijsen, J. Verriet, M. Wiering, K. Kok
ONLINE TESTBED FOR EVALUATING VULNERABILITY OF DEEP LEARNING BASED

POWER GRID LOAD FORECASTERS ...t

H. Neema, P. Volgyesi, X. Koutsoukos, T. Roth, C. Nguyen
CURRENT-VOLTAGE FORMULATION OF THE UNBALANCED OPTIMAL POWER FLOW

PROBLEM ......oooiiiiiiiiiiii bbb e b e bbb et sb e s ae e b et besas b sne s

F. Geth, S. Claeys, G. Deconinck

MODEL-BASED DEVELOPMENT OF SMART HOME SCENARIOS FOR IOT SIMULATION ..............

J. Kolsch, S. Post, C. Zivkovic, A. Ratzke, C. Grimm
REALISTIC SYNCHROPHASOR DATA GENERATION FOR ANOMALY DETECTION AND

EVENT CLASSIFICATION ... e s

K. Sajan, M. Bariya, S. Basak, A. Srivastava, A. Dubey, A. Meier, G. Biswas
CYBER-PHYSICAL SECURITY AND RESILIENCY ANALYSIS TESTBED FOR CRITICAL

MICROGRIDS WITH IEEE 2030.5 ..ottt ettt st

P. Sarker, V. Venkataramanan, D. Cardenas, A. Srivastava, A. Hahn, B. Miller

SIMULATION SUPPORT FOR EXPLAINABLE CYBER-PHYSICAL ENERGY SYSTEMS .....................

P. Aryan, F. Ekaputra, M. Sabou, D. Hauer, R. Mosshammer, A. Einfalt, T. Miksa, A. Rauber
Author Index

........... 43





