2020 16th International
Conference on the Design of
Reliable Communication

Networks (DRCN 2020)

Milano, Italy
25 — 27 March 2020

I E E E IEEE Catalog Number: CFP20818-POD
. ISBN: 978-1-7281-6301-7



Copyright © 2020 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This Is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP20818-POD
ISBN (Print-On-Demand): 978-1-7281-6301-7
ISBN (Online): 978-1-7281-6300-0

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings



TABLE OF CONTENTS

VIRTUAL NETWORK EMBEDDING SATISFYING RESILIENCY OF COOPERATIVE
SERVICES ..ottt b et ettt e s bt e eh et e Rkt oo b et e bt e eRE e e A b e e eh et e b e e oA R e e b e e e s bt e eh et em b e e e be e e beesnn e e beenrneennrennee 1
Nagao Ogino ; Takeshi Kitahara

A CENTRALITY-BASED HEURISTIC FOR NETWORK DESIGN TO SUPPORT AVAILABILITY

DIFFERENTIATION ... ..ottt e e e e s et te e e e e s sttt e e e e e e e s st taeeeeeeesassaeeeeeeesaasstateeeeeeaaasseeseeeesannstnseeeeeeaasssenseeeesannrnnenn 9
Rita Girdo-Silva ; Teresa Gomes ; Lucia Martins ; David Tipper ; Abdulaziz Alashaikh
FRADIR MEETS AVAILABILITY ..ottt e sttt e e e e s ettt e e e e e e s st e e e e e e e e s e sstabeeeaeessasntaeeeeeeessssnreseeeessanrnnnns 16

Lejla Pasic ; Azra Pasic ; Ferenc Mogyorosi ; Alija Pasic

A CROSS-LAYER HEURISTIC ALGORITHM FOR ADDRESSING SHADOWING PROBLEM IN

OPTICAL ATTOCELL NETWORKS ......cooiiiiitiiit ittt e e s st ae e e e e s s sebbaae e e e s s esababeaeeeessaabaseeeessssbabeseeeessnssrannes 22
Yuhui Wu ; Mario Pickavet ; Didier Colle
HARDWARE-ACCELERATOR AWARE VNF-CHAIN RECOVERY ......ccoccoiiiiiiiiiiiic st 28

Gourav Prateek Sharma ; Wouter Tavernier ; Didier Colle ; Mario Pickavet

ADVERSARY MODEL FOR ATTACKS AGAINST IEC 61850 REAL-TIME COMMUNICATION

L 20 2 0 L0 1 I PP PRSP 34
Livinus Obiora Nweke ; Goitom Kahsay Weldehawaryat ; Stephen D. Wolthusen
SOFTWARE-DEFINED NETWORK DESIGN DRIVEN BY AVAILABILITY REQUIREMENTS ...........cccoeenee. 42

Dorabella Santos ; Teresa Gomes ; David Tipper

ON THE RESILIENCE OF THE NFV-MANO: AN AVAILABILITY MODEL OF A CLOUD-

NATIVE ARCHITECTURE ........oooiiiiiiii ettt st e bt sh et s rb e e nbe e s st e e s be e et e e sbbeebeesrnaenneesnee 49
Besmir Tola ; Yuming Jiang ; Bjarne E. Helvik

BETTER SAFE THAN SORRY: MODELING RELIABILITY AND SECURITY IN REPLICATED

SDIN CONTROLLERS ... ..ottt ettt e et sae e e e e srt e e aaeeamte e teeaseeeaseeanteesseeeseeamee e seearseeaneeenseenreeenneeanseensens 56
Siwar Kriaa ; Serge Papillon ; Lalita Jagadeesan ; Veena Mendiratta

RESILIENCE OF 5G NETWORKS IN THE PRESENCE OF UNLICENSED SPECTRUM AND

NON-TERRESTRIAL NETWORIKS ...ttt sttt e et e e e as e e e e sb e e e s aab e e e aste e e s asbae e e nsbeaeantaaeeans 62
Rohit Abhishek ; David Tipper ; Deep Medhi

CROSSTALK-INDUCED IMPACT OF COEXISTING DWDM NETWORK ON CONTINUOUS-

VARIABLE QKD ..ottt sttt ettt s bt st s bt e b e s Rt e e bt e a1 bt e eb bt e s ke e ehb e e nbeeen b e e s be e e abeennbeanbeenrbeenneennee 68
Binjie Chu ; Yichen Zhang ; Yijia Zhao ; Yifan Xu ; Xing Chen ; Xiangyu Wang ; Song Yu

ROBUST OPTIMIZATION MODEL FOR PROBABILISTIC PROTECTION UNDER

UNCERTAIN VIRTUAL MACHINE CAPACITY IN CLOUD ..ottt 73
Mitsuki Ito ; Fujun He ; Eiji Oki

A UNIFIED VIEW TO MACHINE LEARNING AND CONTROL FOR MEASUREMENT-BASED

EQUIVALENT BANDWIDTH .....oooiiiiiiiiiiii ittt ettt e e s b s e e e s s bt e 1 tb e e e e bt e e e asbe e e e tb e e e anbbeeeasbeeeantaees 81
Maurizio Mongelli ; Marco Muselli ; Mario Marchese

THROUGHPUT VS. RESILIENCE IN MULTI-HOP WIRELESS SENSOR NETWORKS WITH

PERIODIC PACKET TRAFFIC ..ottt ettt e et e s e et esaee e aneeante e teeenseesneeanteenreeenneeanteenseas 87
Bartlomiej Ostrowski ; Michal Pioro ; Artur Tomaszewski ; Mateusz Nowak ; Ilya Kalesnikau

FORMAL MODELING AND ANALYSIS OF MULTI-ROGUE BACKOFF MANIPULATION

ATTACKS IN UNLICENSED NETWORIKS ...ttt ettt sttt e s sbbe e aste e e e ssbe e e s sabeeesnbneeeans 94
Jordi Navarrette ; Subash Shankar ; Xiaojie Zhang ; Saptarshi Debroy

LINEAR MASSIVE MIMO UPLINK DETECTOR BASED ON JOINT JACOBI AND GAUSS-

SEIDEL METHODS ...ttt et e e e e s et e oot e e e s b e e e e eate e e e atb e e e e abbeeeaate e e e asbee e e aabeeeaataeeeaabeeeessbeaeantaeaeans 101
Mahmoud A. M. Albreem ; Ayman A. El-Saleh ; Markku Juntti
HIGH-AVAILABILITY SERVICE CHAIN REALIZATION THEORY .........cooiiiiii e 105

Sidharth Sharma ; Ashwin Gumaste ; Mallik Tatipamula

PAXOS IN THE NIC: HARDWARE ACCELERATION OF DISTRIBUTED CONSENSUS

L 20 1 0 100 ) 7 TP PP PP UOPPN 113
Giacomo Belocchi ; Valeria Cardellini ; Aniello Cammarano ; Giuseppe Bianchi

END-TO-END QUANTUM KEY DISTRIBUTION (QKD) FROM METRO TO ACCESS

A D 0] 23 L TSRO PP POPRN 119
Hua Wang ; Yongli Zhao ; Avishek Nag ; Xiaosong Yu ; Xinyi He ; Jie Zhang

KNOWLEDGE-BASED COLLECTIVE SELF-LEARNING FOR ALARM PREDICTION IN REAL

MULTI-DOMAIN AUTONOMOUS OPTICAL NETWORKS .....oooiiii e 124
Xiangdong Xing ; Yongli Zhao ; Yajie Li ; Jie Zhang



AVAILABILITY-GUARANTEED SERVICE FUNCTION CHAIN PROVISIONING WITH

OPTIONAL SHARED BACKUPS ...ttt e nm e s e e neesmr e e nne e s e e nneennne 129
Igor M. Araujo ; Carlos Natalino ; Hao Chen ; Marilet De Andrade ; Diego L. Cardoso ; Paolo Monti
DESIGN OF MOST-RELIABLE CUBIC NETWORKS BY AUGMENTATIONS .......oooiiiiiiiee e 135

Eduardo Canale ; Guillermo Rela ; Franco Robledo ; Pablo Romero ; Luis Stabile
STRUCTURAL DEPENDENCY AWARE SERVICE CHAIN MAPPING FOR NETWORK

FUNCTION VIRTUALIZATION...... .ottt sh et sh et e skt e b e e bt e st e sbeemseeb e e seeebeenseabeeneesbeannennis 141
Arunabha Sen ; Sandipan Choudhuri ; Kaustav Basu

IDENTIFYING VULNERABLE CRITICAL INFRASTRUCTURE ZONES IN SMART CITIES...........c.ccccvnnnne 147
Abdulaziz Alqahtani ; David Tipper ; Katrina Kelly-Pitou ; Amy Babay

ON THE NUMBER OF STEINER TREES IN A GRAPH .........oooiiiiiii et 154

A. Sen ; C. Zhou ; A. Mazumder ; A. Das ; K. Basu ; K. Walkowiak
IMPROVING THE CONNECTIVITY RESILIENCE OF A TELECOMMUNICATIONS

NETWORK TO MULTIPLE LINK FAILURES THROUGH A THIRD-PARTY NETWORK..............cccooevveinnen. 159
Amaro De Sousa
A FRAMEWORK FOR NETWORK FUNCTION DECOMPOSITION AND DEPLOYMENT ..........c..coooviennn. 165

Daniele Moro ; Giacomo Verticale ; Antonio Capone

MULTIPLE-CRITERIA EVALUATION OF DISASTER RECOVERY STRATEGIES BASED ON

STOCHASTIC MODELS ... ..ottt sttt ettt b e s b ettt e s b et e bt e aa bt e ke e e s bt e sbs e enbeenbe e e bt e anneebeensneennnennne 171
Julio Mendonga ; Ricardo Lima ; Ermeson Andrade ; Julian Araujo ; Dong Seong Kim

TOWARD DISASTER-RESILIENT OPTICAL NETWORKS WITH OPEN AND

DISAGGREGATED SUBSYSTEMS [INVITED] .....ooooiiiiiiiiiii s 178
Sugang Xu ; Noboru Yoshikane ; Masaki Shiraiwa ; Yusuke Hirota ; Takehiro Tsuritani ; Sifat Ferdousi ;
Yoshinari Awaji ; Naoya Wada ; Biswanath Mukherjee

EVALUATING THE COST BENEFIT OF REAL-TIME OPTICAL PERFORMANCE IN

DYNAMIC OPTICAL RESTORATION .....oooiiiiiiiiiieiiieiie sttt ettt ettt st sb et ettt sas e anbe e bn e e beesaneenbeennneens 184
Bodhisattwa Gangopadhyay ; Jodo Pedro ; Jodo Santos ; Nuno Borges ; Paulo Santos ; Harald Bock ; Neeli R.
Prasad ; Ramjee Prasad

Author Index





