2019 12th CMI Conference on
Cybersecurity and Privacy
(CMI 2019)

Copenhagen, Denmark
28 — 29 November 2019

I E E E IEEE Catalog Number: CFP19R08-POD
° ISBN: 978-1-7281-2857-3



Copyright © 2019 by the Institute of Electrical and Electronics Engineers, Inc.
All Rights Reserved

Copyright and Reprint Permissions: Abstracting is permitted with credit to the source.
Libraries are permitted to photocopy beyond the limit of U.S. copyright law for private
use of patrons those articles in this volume that carry a code at the bottom of the first
page, provided the per-copy fee indicated in the code is paid through Copyright
Clearance Center, 222 Rosewood Drive, Danvers, MA 01923.

For other copying, reprint or republication permission, write to IEEE Copyrights
Manager, IEEE Service Center, 445 Hoes Lane, Piscataway, NJ 08854. All rights
reserved.

*** This is a print representation of what appears in the IEEE Digital
Library. Some format issues inherent in the e-media version may also
appear in this print version.

IEEE Catalog Number: CFP19R08-POD
ISBN (Print-On-Demand): 978-1-7281-2857-3
ISBN (Online): 978-1-7281-2856-6

Additional Copies of This Publication Are Available From:

Curran Associates, Inc
57 Morehouse Lane
Red Hook, NY 12571 USA

Phone: (845) 758-0400

Fax: (845) 758-2633

E-mail: curran@proceedings.com
Web: www.proceedings.com

proceedings

.com



TABLE OF CONTENTS

Demystifying the Membership INnference Attack ...
P. Irolla, G. Chatel

A Survey on Privacy Policy Languages: Expressiveness Concerning Data Protection Regulations..
J. Leicht, M. Heisel

Edge-Computing Enhanced Privacy Protection for Industrial Ecosystems in the Context of SMEs
A. Giehl, P. Schneider, M. Busch, F. Schnoes, R. Kleinwort, M. Zaeh

Towards Formal Methods of 10T Application Layer Protocols..........c.ccoceeerievieiiiieiienineicsee s
K. Hofer-Schmitz, B. Stojanovic

Electronic Voting Recording System Based on Blockchain Technology ...
S. Agbesi, G. Asante

Privacy in the TOOIDOX OFf FreEAOM ........couiiiiii e
M. Balthasar, A. Gerl

Privacy-Preserving Collaborative Data Anonymization with Sensitive Quasi-ldentifiers .................
K. Wong, S. Ooi, N. Tu, D. Bui, M. Kim

Privacy Analysis of Format-Preserving Data-Masking TeChniques...........ccccoceoveiiniinicnnccncces
Z. Aslanyan, M. Boesgaard

Prioritization Methodology Of Computing Assets For Connected Vehicles In Security Assessment

PUIDOSE ...t b et bbbt b e Rt b bbbt e R bt e b s
A. Barinov, D. Sharova, N. Davydkin, S. Skurlaev

Defying Censorship with Multi-Circuit Tor and Linear Network Coding ..........ccccoeeveneienicicnenenens
A. Engelmann, A. Jukan

A Social Economic Analysis of the Impact of GDPR on Security and Privacy Practices...................
R. Layton, S. Elaluf-Calderwood

BRIGHTNESS: Leaking Sensitive Data from Air-Gapped Workstations via Screen Brightness.....
M. Guri, D. Bykhovsky, Y. Elovici

A Privacy-Preserving Context Ontology (PPCO) for Smart Connected TOYS........coceeereieienenerennens
B. Yankson, F. Igbal, S. Aleem, B. Shah, P. Hung, A. Albuquerque

Author Index





